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The accessibility and usage of the Internet has tremendously increased in recent years. 

Smartphones and mobile networks played a critical role to enhance accessibility and 

usage of Internet. The increase of data and it’s usage on Internet has also created 

many opportunities to analyze the data to gain understanding regarding its usage. 

This thesis focuses on analysis of the mobile Internet traffic on session level. The data 

utilized in this research are mobile Internet traffic traces from Finland. Two different 

measurement points of mobile networks were used to measure data, and these two 

data sets were mapped together in this thesis to provide detailed information regarding 

session level usage characteristics.  

The mappings of TCP/IP flows to the sessions from RADIUS server data were based 

on matching the timestamps and IP addresses. These mappings resulted in more than 

94% accuracy. The device identification was based on HTTP user agent based 

approach and for Internet protocol identification Tstat classifier was utilized along 

with port number analysis. 

The session level statistics show that session volumes and durations are widely spread 

with majority of sessions having short duration and low traffic volume. The number 

of sessions generated from handsets is higher when compared to other devices. The 

device type analysis also shows that personal computer sessions have higher volume 

and last longer than handset and tablet sessions. The protocol level analysis indicates 

that web (HTTP) sessions are longer and have higher volume than email (IMAP4, 

POP3), and secured (SSL) sessions.  

The analysis shows that mapping of RADIUS data and TCP/IP flows provides deeper 

understanding of session level traffic characteristics. These mapping results could be 

utilized for modeling user behavior on a session level. In future this session level 

analysis could be used to gain knowledge regarding user’s behavior to support 

different pricing schemes for different user groups. 

Keywords: Mobile Internet, Traffic Measurements, Session, Tstat, RADIUS, TCP/IP 



 

 

Preface 

This Master’s Thesis has been written as a partial fulfillment for the Master of 

Science (Technology) degree at Aalto University School of Electrical Engineering, 

Finland. This work was conducted as a part of the MoMIE project in the Department 

of Communications and Networking at the Aalto University School of Electrical 

Engineering. 

First and foremost, I would like to offer my sincerest gratitude to Professor Heikki 

Hämmäinen for giving me the opportunity to work under his guidance and providing 

me with continuous support and encouragements to me. I am really grateful to my 

instructor Antti Riikonen for his extensive support, patience, motivation, and guidance 

throughout the whole research process.  

Lastly, but not least, I would like to thank my grandparents, parents and family 

members for their continual motivation, support, and love to me at every difficult part 

of my life.  

 

 

 

Espoo 16
th

 July, 2013 

 

 

Fawad Ud Din 

 



Mobile Internet Traffic Analysis: Session Level Approach 

I 

 

Table of Contents 

Preface .......................................................................................................................... IV 

List of Figures .............................................................................................................. IV 

List of Tables ............................................................................................................... VI 

Abbreviations and Terms ........................................................................................... VII 

1 Introduction ............................................................................................................ 1 

1.1 Motivation ....................................................................................................... 1 

1.2 Research Question and Objectives .................................................................. 3 

1.3 Scope of the Research ..................................................................................... 4 

1.4 Research Methodology .................................................................................... 5 

1.5 Structure of Thesis .......................................................................................... 5 

2 Background ............................................................................................................. 8 

2.1 Internet Traffic ................................................................................................ 8 

2.1.1 Protocols and Layers ................................................................................ 9 

2.1.2 Structural Division of Internet traffic .................................................... 12 

2.2 Overview of Mobile Network ....................................................................... 13 

2.2.1 GSM/UMTS Mobile Networks .............................................................. 13 

2.2.2 GSM/UMTS Core Network ................................................................... 15 

2.2.3 Data transfer session in GSM/UTMS network ...................................... 16 

2.2.4 Authentication, Authorization and Accounting (AAA) ......................... 17 



Mobile Internet Traffic Analysis: Session Level Approach 

II 

 

3 Internet Traffic Measurement and Analysis ......................................................... 21 

3.1 Types of Internet Traffic Measurement ........................................................ 21 

3.2 Mobile Internet Traffic Measurement ........................................................... 23 

3.3 Overview of Session Level Traffic Analysis ................................................ 24 

3.3.1 Definition of User Session ..................................................................... 24 

3.3.2 Detection of User Session ...................................................................... 25 

3.3.3 Literature Review ................................................................................... 27 

4 Measurement Setup and Analysis Process ........................................................... 30 

4.1 Measurement Setup ....................................................................................... 30 

4.2 Data Sets ........................................................................................................ 31 

4.3 Analysis Process ............................................................................................ 33 

4.3.1 Mapping of Data Sets ............................................................................. 34 

4.3.2 Device Identification .............................................................................. 36 

5 Results .................................................................................................................. 38 

5.1 Outcome of Mapping Data Sets .................................................................... 38 

5.2 General Session Characteristics .................................................................... 39 

5.3 Device Type Characteristics .......................................................................... 45 

5.4 Protocol Identification and Analysis ............................................................. 48 

6 Conclusions .......................................................................................................... 53 

6.1 Summary of Results ...................................................................................... 53 

6.2 Discussions .................................................................................................... 55 



Mobile Internet Traffic Analysis: Session Level Approach 

III 

 

6.3 Reliability and Validity of the Research ....................................................... 56 

6.4 Future Research ............................................................................................. 57 

7 References ............................................................................................................ 58 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Mobile Internet Traffic Analysis: Session Level Approach 

IV 

 

List of Figures 

Figure 1.1: Structure of the thesis. ................................................................................. 6 

Figure 2.1: TCP/IP Protocol Stack ............................................................................... 10 

Figure 2.2: GSM/UMTS Architecture ......................................................................... 14 

Figure 2.3: Simple PDP context creation (adapted from (Wisley, et al., 2002)) ......... 17 

Figure 4.1: Measurement Setup for MoMIE during year 2012. (Adopted from 

(Adhikari, 2012)) ......................................................................................................... 31 

Figure 4.2: Analysis process ........................................................................................ 33 

Figure 4.3: General description of mapping process. .................................................. 35 

Figure 4.4: Flow types depending on mapping of the session ..................................... 36 

Figure 5.1: CDF of Sessions Duration in Seconds ...................................................... 40 

Figure 5.2: Normalized Histogram of Session Duration for Sessions shorter than two 

hours. ............................................................................................................................ 41 

Figure 5.3: CDF of Session Volume in Bytes .............................................................. 42 

Figure 5.4: Normalized Histogram of Session Volume for Sessions with less than 

1MB volume. ............................................................................................................... 43 

Figure 5.5: CDF of Sessions generated per User. ........................................................ 44 

Figure 5.6: Distribution of Normalized Active Sessions and Volume for single day. 45 

Figure 5.7: Distribution of Characteristics with respect to different Device Types. ... 46 

Figure 5.8: Empirical CDF of Session Volume with respect to Device Type. ............ 47 

Figure 5.9: Empirical CDF of Session Duration with respect to Device Type. ........... 48 



Mobile Internet Traffic Analysis: Session Level Approach 

V 

 

Figure 5.10: Percentage of Sessions with single or multiple connection types. .......... 49 

Figure 5.11: Session Duration of different connection types. ..................................... 51 

Figure 5.12: Session Volume of different connection types. ....................................... 52 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Mobile Internet Traffic Analysis: Session Level Approach 

VI 

 

List of Tables 

Table 5.1: Percentage of Session with respect to Connection Type Containing Single 

Connection Type Only. ................................................................................................ 50 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Mobile Internet Traffic Analysis: Session Level Approach 

VII 

 

Abbreviations and Terms 

3G  3
rd

 Generations 

AAA  Authentication, Authorization, and Accounting 

APN  Access Point Name 

CDF  Cumulative Distribution Function 

CDR  Call Detail Records 

CS  Circuit Switched 

DAG  Data Acquisition and Generation 

DHCP  Dynamic Host Configuration Protocol 

DNS  Domain Name System 

DSL  Digital Subscriber Line 

EDGE  Enhanced Data rates for GSM Evolution 

FNC   Federal Networking Council 

GERAN  GSM EDGE Radio Access Network 

GGSN  Gateway GPRS Support Node 

GPRS  General Packet Radio Service 

GSM  Global System for Mobile Communications 

HLR  Home Location Register 

HSPA  High Speed Packet Access 

HTTP  Hypertext Transfer Protocol 



Mobile Internet Traffic Analysis: Session Level Approach 

VIII 

 

HTTPS  Hypertext Transfer Protocol Secure 

IMAP  Internet Message Access Protocol 

IETF  Internet Engineering Task Force 

IP  Internet Protocol 

ISDN  Integrated Services Digital Network 

LAN  Local Area Network 

MMS  Multimedia Messaging Service 

MoMIE Modeling of Mobile Internet Ecosystem, Aalto University 

research project  

MSC  Mobile Switching Centre 

NAP  Network Access Points 

NAS  Network Access Server 

OSI  Open System Interconnection 

OSPF  Open Shortest Path First 

PC  Personal Computer 

PCS   Personal Communications Services 

PMM  Packet Mobility Management 

POP3  Post Office Protocol 

PS  Packet Switched 

QoS  Quality of Service 

RADIUS  Remote Authentication Dial In User Service 



Mobile Internet Traffic Analysis: Session Level Approach 

IX 

 

RAN  Radio Access Network  

RNC  Radio Network Controller 

RTT  Round Trip Time 

SGSN  Serving GPRS Support Node 

SMTP  Simple Mail Transfer Protocol 

SSL  Secure Socket Layer 

TCP  Transmission Control Protocol 

UA  User Agent 

UDP  User Datagram Protocol   

UE  User Equipment 

UMTS  Universal Mobile Telecommunications System 

UTRAN  Universal/UMTS Terrestrial Radio Access Network  

VLR  Visitor Location Register 

WAN  Wide Area Network 

WCDMA  Wideband Code Division Multiple Access 

WiMAX  Worldwide Interoperability for Microwave Access 

WLAN  Wireless Local Area Network 

WWW  World Wide Web 

  





Mobile Internet Traffic Analysis: Session Level Approach 

1 

 

1 Introduction 

This chapter starts with providing the motivation for the research. The research 

question, objectives and scope of the research are also described in this chapter. This 

is followed by introduction to research methods, and finally the structure of the thesis 

is outlined.  

1.1 Motivation 

The last few years have seen a tremendous increase in accessibility and usage of the 

Internet. This was followed by significant advancements in networking technology, 

access networks, smartphones and Internet based services. Many forecasts and 

predictions have been made about the continual increase in the Internet usage. For 

example, a study by CISCO (2012) estimates a threefold increase in the general IP 

traffic between 2011 and 2016.   

Smartphones and mobile operators have played a pivotal role in increased usage of 

Internet. For instance, according to Accenture (2012) 69% of all Internet users access 

it through a mobile device. As a consequence of Internet growth, data traffic volumes 

have also increased tremendously for mobile operators. For example AT&T (2011) 

reported an eighty times increase in mobile data on its network during 2007-2010. 

Therefore, it is essential to have understanding of mobile data usage and its 

distribution for a mobile operator to formulate optimal strategy to serve the increasing 

demands for data.  

Explosion of data on the Internet has also created many opportunities. For example, 

Choi & Varian (2012) describes significance of Google search insights data for 
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prediction of different economic metrics such as unemployment and automobile 

demand. This emphasizes the importance of data and its significance. This also 

indicates the demand of robust data analysis so that the useful inferences can be 

drawn from huge amount of data.  

There has been a lot of research in the Internet traffic measurement and analysis area. 

For example, Thompson, et al. (1997) characterized Wide Area Network (WAN) 

traffic to extract temporal details of Internet data and information regarding quality of 

service on flow and packet level. Williamson, et al. (2005) analyzed the mobile 

Internet traffic from a CDMA2000 network and Maier, et al. (2010) analyzed the 

Internet traffic generated from hand-held devices on DSL lines. Most of the previous 

research has been conducted on flow or packet level.  

The session level analysis of the mobile Internet data is essential to understand the 

context of usage. The combination of session level analysis with the device specific 

knowledge would be helpful in characterization of data usage by the end users for the 

specific application and specific devices. This will also help to understand and 

characterize the usage patterns depending on, for example, the device type and 

operating system (OS). Trestian, et al. (2009) combined the session level information 

with the location of the user, to obtain the information regarding the mobile Internet 

usage depending on time, location, and its effects on the Internet traffic. Similarly, 

Zhang & Arvidsson (2012) analyzed the mobile and wire-line Internet traffic on a 

session level to characterize the behavior and usage of Internet during different 

applications. Context of usage has also been analyzed on a session level. For example, 

Soikkeli (2011) analyzed the call and data sessions with respect to their context of 

usage.  
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There are different ways of identifying sessions from the mobile Internet traffic. 

Trestian, et al. (2009) used the data from the Remote Authentication Dial In User 

Service (RADIUS) authentication server for the extracting information regarding 

sessions. The authentication of user marked the start of data session and within this 

data session the initiation of new application was used to indicate the start of new 

accounting activity. Soikkeli (2011) used data from a sample of mobile handset users 

with an assumption that application running in foreground is actively used by the user. 

There are few drawbacks in both methods, session definition based on RADIUS 

server data is not very accurate and detection of session on user level needs some kind 

of special permission from the user to extract the information.  

In this research we have utilized the information regarding the session from the 

RADIUS authentication server, which would be used to define the sessions.  

1.2 Research Question and Objectives 

This research focuses on the analysis of mobile Internet traffic on session level. The 

information regarding the sessions is obtained from a RADIUS authentication server 

data for Finnish mobile Internet traffic for a specific time period. Furthermore, this 

information is combined with mobile Internet (IP) traffic traces, which are collected 

from the same time period. The project is collecting the mobile Internet traffic traces 

annually for research purposes. The research question of this Master’s Thesis is: 

Q: What are the session level characteristics of mobile Internet traffic? 

The research question will be answered by achieving the objectives of the research. 

The objectives of the research are: 

O1: Combine session logs and IP traffic traces from mobile network traffic 

measurements. 
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O2:  Identify device types on session level. 

O3: Identify the Internet protocols used on session level. 

O4: Characterize session level mobile Internet usage patterns. 

1.3 Scope of the Research 

This research is focused on mobile Internet traffic mainly on a session level. There are 

many definitions of the term mobile Internet depending on access technology and 

device used to access the Internet. In this research, the term “mobile Internet” is 

defined as the wireless access to the Internet through mobile networks and the mobile 

networks are based on e.g. GSM/GPRS, EDGE, and WCDMA/HSPA radio 

technologies Smura, et al. (2009). This research excludes the access of Internet 

through WLAN and WiMAX.  

The term session has many possible definitions, for instance, Merriam-Webster 

dictionary defines session as a period devoted to a particular activity. The session is 

based on the RADIUS data. The successful authentication of the user marks the start 

of the session. This might include the idle period, which limits the accuracy of these 

results. The definition of the term session is discussed in more detail in section  3.3.1. 

The device identification in this thesis is based on HTTP User Agent string. This 

restricts the device identification only for HTTP traffic. This research is conducted in 

Finland utilizing the Finnish mobile Internet traffic data. However no geographical 

restrictions exist, as the roaming data is also measured. 
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1.4 Research Methodology 

The literature review is conducted to gain the in-depth knowledge regarding the 

Internet traffic measurement and analysis area. The previous studies of the traffic 

measurement in the Internet were closely studied.  

The quantitative research is carried on the RADIUS data and the IP trace data 

measured as a part of the MoMIE project. The quantitative research has helped in 

understanding the capabilities of data. The link between the IP trace and RADIUS 

data has provided deep understanding regarding mobile Internet usage.   

1.5 Structure of Thesis  

The thesis consists of six chapters. The basic structure of the thesis is illustrated in 

Figure 1.1. 
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1. Introduction

Overview of Internet Traffic & Mobile 
Networks

2. Background

Mobile Internet Traffic Measurement

Overview of Session Level Analysis

3. Internet Traffic Measurement And Analysis

Data Sets

Description of Methods Utilized

4. Measurement Setup and Analysis Process

Results of Methods Utilized

Session Level Traffic Descriptions

5. Results

Summary of Results

Discussion

5. Conclusions

Future Research

 

Figure 1.1: Structure of the thesis. 

Following this Introduction chapter, Chapter 2 provides the background information 

for this thesis. It provides an overview of Internet and Internet traffic. The layered 

structure of internet traffic is discussed along with the structural division of Internet 

traffic. This chapter also describes architecture of GSM/UMTS mobile networks. The 
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packet switched core network and the session initiation and authentication in mobile 

networks is discussed in detail.    

Chapter 3 provides information about the IP traffic measurements in general and 

classification of different measurement types. This chapter provides definition of 

session and pervious research conducted in session level analysis.  

Chapter 4 describes the measurement setup and the analysis process. The 

measurements are explained and the methods used in this research are also mentioned. 

Chapter 5 provides statistics about the session level mobile internet traffic. The 

session level statistics are divided into different groups based on device type and 

protocol used. The chapter also mentions the results of the methods utilized in this 

research. 

Chapter 6 concludes this thesis with summary of findings. In addition reliability of 

results and future research possibilities are also discussed.  
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2 Background 

In this chapter key concepts and terms related to this thesis are explained. The chapter 

starts with the detailed description of Internet and Internet traffic. Different layers of 

Internet are explained along with protocols used at each layer. The TCP/IP protocol 

stack of Internet is also discussed. The architecture of mobile networks is explained, 

especially packet switched networks inside the mobile core network. The session 

initiation and authentication in mobile network is also discussed in this chapter. 

2.1 Internet Traffic 

To understand Internet traffic it’s essential to grasp knowledge regarding the Internet. 

The term Internet vaguely refers to the interconnection of heterogeneous networks. 

The term Internet was precisely defined by Federal Networking Council (FNC) in 

1995, which refers Internet as the global information system which is linked together 

by globally unique address space based on Internet Protocol (IP), which is able to 

support communication using Transmission Control Protocol/Internet Protocol 

(TCP/IP) suite and provides access through communication infrastructure.  

The current Internet has evolved from the project known as ARPANET at Advanced 

Research Projects Agency (ARPA). Later on this ARPANET was converted over to 

TCP/IP, which finally resulted in the current form of Internet which is maintained by 

Internet Engineering Task Force (IETF). Internet is still based on the core principles 

defined in ARPANET, like packet switching and TCP/IP suite (Crovella & 

Krishnamurthy, 2006). Internet has sustained through the enormous growth and 

expansion because of critical features like, packet switching, globally unique Internet 

Protocol (IP), and simple 4 layered protocol stack (TCP/IP suite).  
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2.1.1 Protocols and Layers 

The best way to comprehend a complex system is to break it down into pieces; 

similarly networking technologies are partitioned into different layers depending on 

their functionality. Each layer consists of software and hardware components 

responsible for performing specific tasks and also communication with other layers. 

The functionality of layers are defined in different networking models, one the most 

common model is Open System Interconnection (OSI) reference model, which 

consists of seven layers. The layers from top to bottom are application, presentation, 

session, transport, network, data link, and physical (Kozierok, 2005). 

Today, the TCP/IP suite is industry standard which runs the Internet. TCP/IP is 

derived from the OSI model. The TCP/IP operates on four layers, which are from top 

to bottom application, transport, network, and subnet layer. The TCP/IP layers and 

most frequently used protocols at each layer are shown in Figure 2.1. TCP/IP 

comprises of three unifying protocols, IP for addressing and routing, TCP for reliable 

end-to-end communication, and UDP for connectionless communication. The 

functionalities of layers in TCP/IP model are bit different from the OSI model.  
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UMTS

PROTOCOLS LAYERS

 

Figure 2.1: TCP/IP Protocol Stack 

Subnet or Link layer is the lowest layer. It is responsible for the physical connection 

needed for the communication. Its performance depends on the physical medium used 

for the communication and other physical parameters. The protocols used in this layer 

are Ethernet, GPRS, Wi-Fi (IEEE 802.11), UMTS, and other protocols. The prime 

responsibility of the network layer is to move the data packets towards the intended 

destination. It performs the encapsulation of the IP datagram and depending on the 

routing protocol it decides where the datagram should be routed and similarly this 

layer also handles the incoming IP datagram.  

Transport layer protocols provide for end-to-end communication between two or more 

hosts (Iren, et al., 1999). Transport layer works to isolate the application from the 

network. The transport layer protocols are end-to-end protocols, which signify that 
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they are implemented in end-systems. Dozens of protocols have been developed for 

the transport layer, but the two most famous protocols are Transmission Control 

Protocol (TCP) and User Datagram Protocol (UDP). TCP is used for reliable 

communication, because of its connection oriented nature. It allows the streaming of 

data packets from source to destination. Error control is implemented in TCP by 

acknowledgements, check-sum and timeouts. TCP also uses congestion control to 

increase the reliability (Forouzan, 2010). On contrary to TCP, UDP is unreliable and 

connectionless protocol, but it has little overhead and offers fast delivery. It sends the 

data as user datagrams which are not connected to each other. The only error control 

available in UDP is checksum and there is no congestion control (Forouzan, 2010). 

The application layer enables the access of the network for end users. It serves as the 

interface for the services like email, web browsing, file sharing, and other services. 

The famous protocols are HTTP (web browsing), POP (email), FTP (file transfer), 

and many more (Crovella & Krishnamurthy, 2006). HTTP is one the most famous 

application layer protocol, which is used to access the data on World Wide Web 

(WWW). HTTP uses TCP on transport layer to get reliable communication. The web 

browsers are used to send the HTTP requests and the receive responses from the web 

sites. The secure version of HTTP is HTTPS; it uses the Secure Socket Layer (SSL) 

protocol to provide safety and integrity to the data. Three protocols SMTP, Post 

Office Protocol (POP3) and Internet Message Access Protocol (IMAP) are used for 

sending and receiving emails. SMTP is used for sending and POP3 and IMAP both 

for receiving of emails (Kalden, 2004). 
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2.1.2 Structural Division of Internet traffic 

Internet traffic is divided into structural units; the most fundamental unit of division is 

packet. A packet is defined as the combination of bytes. The packets vary in size, it’s 

also important to measure the size of the packet. The simplest way to understand 

Internet traffic is at packet level. It provides information regarding flow of packet at 

different time and their size variations. The packet level is still used in some capacity 

(Crovella & Krishnamurthy, 2006). 

Jaini & Routhier (1986) describes the train model of Internet traffic. The train is 

comprised of packets flowing between two nodes with certain inter-arrival times. The 

train packets flow in both direction, for example node A to node B and also from node 

B to node A. In the field of Internet Traffic measurement and analysis the term flow is 

also used instead of train. Zhang & Arvidsson (2012) defined flow as the 

unidirectional transfer of packets which have some properties in common like source 

IP, destination IP, source port, destination port and IP type. The IETF standard defines 

flow as a set of packets passing an observation point during a time interval, with all 

packets having a set of common properties. There are also many different definitions 

of flow depending on context.  

After the flow level, Internet traffic is defined at session level. The session is defined 

as the set of flows having some common features. The definition of session is highly 

dependent on the context in which the Internet traffic is being measured and analyzed. 

Zhang & Arvidsson (2012) defined the session as the time spent on a webpage. The 

sessions are discussed in section 3.3.     
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2.2 Overview of Mobile Network 

The mobile networks are evolved from wired networks and revolutionized the 

communication industry. The mobile networks are crucial in achieving the dream of 

being connected everywhere and every time. These advancements have resulted in 

huge amount of traffic for the mobile networks and also provided many commercial 

and social opportunities.  

Mobile Internet has advanced from the i-mode and WAP (Wireless Application 

Protocol) towards GPRS (General packet radio service). The evolution of mobile 

Internet technology has created many services. The efficient operation and 

management of mobile network is dependent on set of standards. The recent standards 

which govern the 3G mobile networks are developed by 3rd Generation Partnership 

Project (3GPP) and 3rd Generation Partnership Project 2 (3GPP2). 3GPP develops 3G 

standards for the GSM (Global System for Mobile Communications) based networks 

and 3GPP2 develops 3G standards for IS-95 based CDMA (Code Division Multiple 

Access) networks. The 3G standards introduce new radio technologies to provide 

higher data transfer rate (Patel & Dennett, 2000). Here the 3GPP standards are 

discussed because the Finnish mobile networks are GSM based. 

2.2.1 GSM/UMTS Mobile Networks 

Universal Mobile Telecommunications System (UMTS) is 3G mobile network based 

on GSM. It is maintained and developed by 3GPP standards. The main components of 

GSM/UMTS network are air interface, radio access network, and core network.  The 

general GSM/UMTS network architecture can be shown in figure below. 
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Figure 2.2: GSM/UMTS Architecture 

Air interface is responsible for connection between BSS (Base Station Subsystem) or 

Node B and the UE (User Equipment). The 3GPP standards support different physical 

layer configurations and protocols. The W-CDMA (Wireless-Code Division Multiple 

Access) is most common air interface used in UMTS networks (Wisley, et al., 2002). 

The access network is the connection between the user equipment and core network. 

It is responsible for the transport of data from mobile to Radio Network Controller 

(RNC). The UMTS defines new standard for radio access which is UTRAN 

(Universal/UMTS Terrestrial Radio Access Network). The GSM EDGE Radio Access 

Network (GERAN) can also be used as RAN in UMTS. In practice UTRAN and 

GERAN can also be used together (Riikonen, 2009). UTRAN consists of node B and 

RNC.  
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2.2.2 GSM/UMTS Core Network 

The UMTS core network consists of two parts one is circuit switched (CS) and the 

other is packet switched (PS). These two parts are connected to the RAN through 

interface Iu (PS-Packet Switched) and Iu (CS-Circuit Switched).  

The circuit switched core network consists of HLR (Home Location Register), MSC 

(Mobile Switching Centre), VLR (Visitor Location Register), and GMSC (Gateway 

MSC). The HLR is used for the identification of subscriber into network. The USIM 

(User Subscriber Identity Module) shares secret key with HLR to get authentication 

into network. The MSC along with VLR handles circuit switching responsibilities 

(Wisley, et al., 2002). The VLR provides the information regarding the user and MSC 

establishes end-to-end connection. MSC is also responsible for mobility management 

and Call Detail Records (CDR) for billing purposes. Finally the GMSC handles the 

outgoing or incoming connection to external networks.  

The packet switched core network consists of SGSN (Serving GPRS Support Node) 

and GGSN (Gateway GPRS Support Node). The packet switched core network is 

used for both, GERAN and UTRAN. 

SGSN provides the connection to the RAN via IuPS (UTRAN) and Gb (GERAN). 

The main functionalities of SGSN include session management, producing charging 

information, and routing packets to correct RNC. The SGSN is also responsible for 

security, access control and location of users.  

GGSN provides interconnection for packet data networks and it is also connected to 

other core network nodes. Other functions include subscriber screening, IP 

pool management and address mapping, QoS and PDP context enforcement. It is 

equivalent to the GMSC of the circuit switched core network.  

http://en.wikipedia.org/wiki/Address_pool
http://en.wikipedia.org/wiki/Address_pool
http://en.wikipedia.org/wiki/IP_address#Modifications_to_IP_addressing
http://en.wikipedia.org/wiki/Quality_of_service
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2.2.3 Data transfer session in GSM/UTMS network 

For packet data transfer, the user needs to setup PDP (Packet Data Protocol) context. 

PDP context is data structure which contains information regarding user IP address 

and IMSI (International Mobile Subscriber Identity). It provides information 

regarding routing, QoS (Quality of Service), security, and billing (Korhonen, 2003). 

Before the start of Internet session, the mobile terminal is in PMM (Packet Mobility 

Management) idle state. To start data transfer session, the mobile terminal requests 

PDP context activation. The PDP context requests SGSN and GGSN to setup context 

for packet transfer session, which includes the definition of QoS.  

The SGSN checks the HLR for the user information and matches it with the requested 

QoS and depending on the QoS match it renegotiates the QoS with the PDP context 

activation request. The SGSN sends APN (Access Point Name) to a DNS (Domain 

Name Server) server to find the GGSN IP address. The SGSN also establishes the 

radio access bearer, which is the connection between mobile terminal and 

UTRAN/GERAN. Finally SGSN sends a PDP create context message to GGSN. 

The GGSN accepts or rejects the PDP create context message depending on its load 

conditions. The GGSN also contains authentication server, which authenticates the 

user based on USIM and IMEI (International Mobile Station Equipment Identity) 

number. The authentication server uses AAA (Authentication, Authorization, and 

Accounting) services, which are discussed in detail in upcoming section. The accepted 

PDP create context message results in the formation of an IP tunnel between the 

SGSN and the selected GGSN. The PDP address (in general IP address) is assigned to 

the mobile terminal and the PDP context information is stored in mobile terminal, 

SGSN, GGSN, and HLR (Wisley, et al., 2002). 
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Figure 2.3: Simple PDP context creation (adapted from (Wisley, et al., 2002)) 

Secondary PDP context or Multiple PDP context is used to run two different 

applications by the same user at the same time but with different QoS and other 

parameters. There could be many scenarios for example, music streaming while and 

browsing the World Wide Web simultaneously. The two different PDP contexts 

signify two different IP addresses. In UMTS R99, the multiple application flows are 

allowed to use the same address and APN, but with different QoS profiles.  

2.2.4 Authentication, Authorization and Accounting (AAA) 

One of the biggest concerns in Internet today is security. AAA defines a framework 

for coordinating Authentication, Authorization, and Accounting across different 

network technologies and platforms. AAA server contains database of user profiles 
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and configurations which communicates with AAA clients residing in the network to 

provide AAA services (Ventura, 2002). The AAA servers such as Remote 

Authentication Dial In User Service (RADIUS) and DIAMETER are mostly 

commonly used in today’s networks to provide authentication authorization 

(RFC3957).  

The security and accounting in mobile Internet is of paramount importance. In 

GSM/UMTS networks the main task of AAA service is to provide the record for 

charging and billing. The protocols used in GSM/UMTS networks authentication 

servers are mostly RADIUS (RFC 2865) or DIAMETER (RFC 3588). If none of these 

are used then Charging Data Records (CDRs) are present for charging and billing in 

mobile networks.  

2.2.4.1 Remote Authentication Dial In User Service (RADIUS) 

RADIUS is one of the most widely used AAA protocol today. It has been developed 

by Lvingston Enterprises for authentication and accounting for their servers. IETF has 

formalized this work by appointing RADIUS work group, which resulted in 

standardization of basic format and functionality.  

The main purpose of RADIUS in mobile network is to provide remote users 

authentication and accounting. Authorization is defined in (RFC 2865) and accounting 

services is defined in (RFC 2866). The working principle of RADIUS in general is 

that an end-user dials into a Network Access Server (NAS) that support RADIUS 

client. NAS collects the authentication information (username and password) from 

user. It forwards the encrypted request to RADIUS server using UDP. Then RADIUS 

server replies with accept message, if the client is allowed to access the network, 

which contains additional access information. Otherwise reject message is sent by 



Mobile Internet Traffic Analysis: Session Level Approach 

19 

 

RADIUS server. Depending on the reply from RADIUS server, NAS will decide to 

accept or reject the user. If the user is accepted then NAS will setup the connection 

along with the additional information from the RADIUS server. (Ventura, 2002) 

In GSM/UMTS networks RADIUS server is located behind the Gi interface (Kalden, 

2004). GGSN acts like RADIUS client during the authentication. It communicates 

with the RADIUS server using radius messages to get an IP address for newly 

attached mobile stations. If NAS is configured for RADIUS accounting, then it 

submits the accounting request (Start or Stop) to the RADIUS accounting server. The 

accounting server sends acknowledgement, using some form of back off. At the 

termination of session, NAS forwards another accounting request (Stop) to the 

accounting server, indicating that the session is over. The relevant data contains the IP 

address, IMSI number, data transferred, start time and end time.  

RADIUS is a recent, reliable and one of the most famous AAA protocol used. It also 

has a few disadvantages. RADIUS requires a few modifications to support mobile 

IPv4. This lack of support for mobile IPv4 is because with IETF no RADIUS 

attributes have been standardized for mobile IP support. The accounting server is 

unable to handle more than just a few requests. Moreover, failover behavior differs 

between implementation for RADIUS as it does not have a well-defined mechanism 

for fail-over.     

2.2.4.2 Diameter 

RADIUS was initially deployed to provide terminal server access requiring simple 

server-based authentication. The increase in size of network has increased the number 

of routers and NASs in the network. In such scenario the RADIUS protocol has 

become less useful. To increase the capabilities of RADIUS protocol, Diameter 
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protocol has been introduced which is based on RADIUS. The deficiencies of 

RADIUS protocol have been improved in Diameter protocol. 

The Diameter protocol consists of a base protocol and different extensions and 

applications like Mobile IP, CMS (Content Management System) Security, and 

NASREQ (Network Access Server Requirements). Diameter protocol can provide 

two types of services first, authentication and authorization, and second, accounting 

(RFC 3588). The Diameter protocol is backward compatible with RADIUS.   

http://www.ietf.org/html.charters/nasreq-charter
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3 Internet Traffic Measurement and Analysis 

Internet traffic measurement is of focal importance in today’s networks. There are 

various motivations to measure the Internet traffic three most important are 

commercial, social, and technical (Crovella & Krishnamurthy, 2006). The Internet 

traffic measurement is necessary for the network operators to have a constant insight 

at their traffic and other network parameters. It is virtually possible to measure the 

Internet traffic at any point on the Internet stream. The selection of measurement point 

depends on the purpose of the Internet traffic measurement. The most common 

options are routers or NAP (Network Access Points) inside Internet provider’s 

backbone.  

3.1 Types of Internet Traffic Measurement  

In literature, the Internet traffic measurements are divided into four major horizons 

few of them are explained here (Williamson, 2001). 

The active measurement involves addition of traffic for measurement purposes. It 

includes ping, which is used to estimate the Internet latency to a specific host. There 

are also other active measurement methods, like traceroute, which provides the 

information regarding the exact trace used the packet from source to reach its 

destination. If the traffic generated for the active measurements is large then it might 

cause problems in the measurements. This can be avoided by regulating the frequency 

of traffic generation. Another shortcoming of active measurement is that, it can only 

measure that how network affects a packet as it is traversed through the network. This 
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does not give us any information regarding some specific information about the 

network (Pathan, et al., 2013). 

The passive measurement is based on the analysis of records and reports which are 

generated at different levels in the network. The passive measurements do not 

generate and add any new traffic to network, for example the analysis of BGP and 

OSPF routing tables. The analysis of data from the RADIUS authentication server is 

another example of passive measurement. The passive measurements are important to 

save the crucial bandwidth for the Internet. There are also few downfalls of passive 

measurement technique, that it requires the information regarding the measurement 

point and measurement setup. Passive measurements results in data set with enormous 

size (Pathan, et al., 2013). 

Online analysis shows the real-time analysis of the Internet traffic. Most of the 

hardware based traffic analyzers have the feature to show the online analysis and its 

results. Offline analysis is a technique where the data has been analyzed after it’s been 

collected and stored. The examples of offline analysis are tcpdump and other such 

techniques (Williamson, 2001). 

The measurement types can be divided based on the choice of measurement point. 

The measurements at LAN mostly include local latency and hardware related 

measurements. In Ethernet LAN all the packets can be seen by every user in the LAN, 

which provides a complete control over measurement. The WAN measurements were 

conducted mostly to analyze the usage of the Internet on a broad level. The WAN 

measurements provide insights into user choices, server, and pricing issues. This 

enables the network administrator to manage the network with more information 

regarding traffic and users (Crovella & Krishnamurthy, 2006).  
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3.2 Mobile Internet Traffic Measurement  

Huge amount of Internet data has been accessed through the mobile devices. This data 

could be beneficial in many different ways, from the technical management of mobile 

networks to the commercial use of such information. Kim & Jamalipour (2001) 

proposed “Measurement-Based Admission Control (MBAC)” technique for the 

admission control in the wireless networks. The MBAC uses estimated load on the 

network and predefined criteria in an algorithm to optimize the performance of 

admission control process.  

In this section the previous research on traffic measurement and classification of 

mobile Internet has been discussed. There have been various attempts to understand 

the mobile Internet traffic from different points of view. Kunz, et al. (2000) measured 

WAP Wireless Application Protocol traffic. The collected data is analyzed against the 

Web browsing traffic. The difference between the two types of traffic has been 

explained. Williamson, et al. (2005) collected data from different measurement points 

and at different times for couple of weeks. Similarly, Won, et al. (2007) conducted the 

12 hours measurement at Internet backbone. These results were utilized to 

characterize the retransmission attempts within mobile network.  

Trestian, et al. (2009) used two data sets to comprehend the location based mobile 

Internet usage. The session level characteristics are extracted from RADIUS Server 

and the detailed information regarding the traffic from the traffic measurements at 

core network. Falaki, et al. (2010) measured the Internet usage patterns from the 

mobile users. This study was based on Windows Phone and Android. The Netlog was 

used for Windows Phone and TCPDUMP is utilized for Android. This research 

provided in-depth knowledge regarding data accessed through smartphones. Maier, et 
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al. (2010) studied residential DSL broadband traces, which were used to identify the 

mobile traffic based on the HTTP user agent. Then this usage of Internet on mobile 

devices via Wi-Fi was used characterize the Internet usage patterns on mobile devices.  

Shafiq, et al. (2011) measured the data from core network of the mobile operator in 

US. The data collected for this purpose was the flow level mobile device traffic data. 

3.3 Overview of Session Level Traffic Analysis 

In this section the definition of session is considered and the possibilities of getting 

the information regarding the session are also considered. Finally the previous work 

done in this area has been mentioned. 

3.3.1 Definition of User Session 

The word session is defined in Merriam-Webster dictionary as “a meeting or period 

devoted to a particular activity”. The word session is derived from Latin word 

“sessio”, which mean “sitting”. In the computer science the term session refers to a 

limited time of communication between two systems
1
. This provides a very broad 

definition of session in the computer science industry. The session is then defined into 

different categories (Soikkeli, 2011). The sessions related to mobile usage are 

considered here. 

The application session is the first type of session which corresponds to the usage of 

smartphone for specific application (Soikkeli, 2011). The increase in popularity of 

application market places have resulted in greater impact of application session on the 

smartphone usage (Xu, et al., 2011). The applications are classified into different 

categories depending on their use. There are different classifications of applications in 

                                                 
1
 From www.techterms.com. Accessed on 19

th
 of May 2013. 

http://www.techterms.com/


Mobile Internet Traffic Analysis: Session Level Approach 

25 

 

literature. Smura, et al. (2009) divided the application into ten different categories, 

namely calling, messaging, browsers, infotainment clients, servers and file sharing, 

multimedia, games, business/productivity, system/utilities, and other applications. Xu, 

et al. (2011) classified smartphone applications into categories namely web browsing, 

VoIP, streaming, P2P, music, gaming, email, notification and market.  

Cellular voice call session is the most fundamental classification of session in mobile 

usage. The voice call sessions are out of scope for this research because currently the 

voice call sessions do not use the packet core network. Finally, general usage session 

is a defined as the time spent by a user interacting with a device (smartphone) 

(Soikkeli, 2011). From the Internet traffic measurement point of view such session 

classification is divided into structural level of packets, flows and sessions. The 

packets are combined to form flow and flows are combined to form a whole session. 

The session has very distinct features which could be utilized for commercial and 

technical purposes specially in characterizing the user behavior the information 

regarding the session is very critical. 

3.3.2 Detection of User Session 

There are many approaches to detect the session. Some of the techniques are 

mentioned below. 

3.3.2.1 Questionnaire Surveys  

This is one of the most widely used methods to gather the session level information. 

This technique involves multiple question groups to extract the information. This was 

one of the early method was to use the printed questionnaire, which was then filled by 

the users. This provides qualitative information which was difficult to post process. 

Web-based questionnaires have replaced the printed ones. The web provides the 
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power to adapt the questionnaire according to user’s answers and it can also provide 

the quick statistics for the researcher (Verkasalo, 2010). 

The questionnaire also includes the qualitative questions, which provides the better 

opportunity for user to explain the context and behavior during the session. This 

qualitative information provides in-depth knowledge regarding the user situation. The 

questionnaire can also include the scale of feeling to help the user in better expression 

of their feelings (Kim, 2008). 

3.3.2.2 Traffic Measurements 

The traffic measured can also be utilized to detect the Internet session. It is possible to 

measure the Internet traffic at various points in the Internet. The most common choice 

is to measure the traffic at Internet gateways. Kunz, et al. (2000) and Svoboda, et al. 

(2007) have used the WWW traffic for the detection of the session. The traffic 

measurement method provides large set of users. This helps in achieving more 

accurate results. The big data set also puts forward a few challenges, which include 

the preprocessing to data set, and accurate extraction of traffic features (Verkasalo, 

2010). 

The traffic measurement for detection of session is also conducted at other points in 

the system like server. The server side measurements are processed to generate the 

session level log. The server side measurements provide information regarding the 

traffic to that specific server only (Adya, et al., 2001). 

3.3.2.3 Charging Data Records (CDRs) 

In commercial networks the CDRs provide session information. The optional fields 

also provide information regarding the PDP context, service, user’s location, and user 

information. The operators utilize this information for billing and records. This 
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information possesses a great potential to be used for traffic analysis. The previous 

research in this field has classified the call records to predict the churn (Wei & Chiu, 

2002). 

CDR based approach also provides the opportunity to combine the information from 

the CDRs to measurement results obtained from the other points in the network. It can 

be used to analyze the session at different levels. The first step is to come up with an 

accurate method to combine the CDR information with the network traffic 

measurement data conducted in the network. Then analysis is based on new data set 

obtained from the combination of CDR and measurement data. 

3.3.3 Literature Review 

The different approaches that have been mentioned in the previous section are being 

utilized by researchers. The Internet traffic analysis on session level is new research 

area, which is in its early stages. Especially the mobile Internet traffic analysis is very 

immature. Callado, et al. (2009) mentioned in their survey paper that session level 

analysis has not been very prominent in the Internet traffic measurement research. 

In this section the previous research related to the session level analysis of Internet 

traffic has been mentioned. Kunz, et al. (2000) analyzed the WWW sessions from 

mobile browser. They have collected data from Bell Mobility’s Personal 

Communications Services (PCS). The Linux server is utilized to measure all the 

traffic between PCS phones and WAP gateway. The Linux server used TCPDUMP 

program to measure UDP packets. The session was defined as the typical user-

browser interaction. The session identified from WAP traffic data which have similar 

IP address and idle time is less than 90 seconds. The browser sessions characterized 

based on data, which is then compared to the WWW traffic patterns. The study 
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concludes that the WAP and WWW traffic have same properties self-similarity and 

daily/weekly productivity.  

The web server data have been utilized for the session level analysis by (Adya, et al., 

2001). They gathered log from website which provides contents such as news, mail, 

travel, and other services. The traffic identified as wireless traffic from the data set by 

identifying the browser used to access the website. They have used same definition of 

user session as (Kunz, et al., 2000). The HTTP user agent analyzed to gain in-depth 

knowledge regarding content, by utilizing this information the conclusions have been 

drawn regarding the session characteristics. This research has concluded with user 

behavior analysis for mobile user that session length is short on mobile client. The use 

of server data from only one website restricts the scope of this research, because the 

website content also affects the usage patterns. 

Klemm, et al. (2001) modeled the UMTS traffic based on results obtained from the 

wired IP traffic measurements. The ISDN (Integrated Services Digital Network) link 

of the University of Dortmund has been measured for four weeks. The measurement 

setup consists of a Linux server and TCPDUMP software package for sniffing all IP 

packets’ headers including the timestamps. The session in this research described as 

the continuous usage of Internet by a single user. This article concludes with the 

model of UMTS traffic from the wired IP traffic. Finally the UMTS traffic model was 

presented based on the information gathered from wired IP traffic. 

The online games have become very popular in last few years. Accordingly the 

Internet traffic share of online gaming traffic has increased to around 5% in various 

networks (Färber, 2002). Svoboda, et al. (2007) analyzed the traffic for World of 

Warcraft. They have gathered information regarding the packet size, transmission 

rate, and session duration. The measurement setup consists of active measurements at 
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user side to gain information regarding session duration and passive measurement at 

Gn link in UMTS network to gain PDP context information. The gaming sessions 

were analyzed in detail with the help of passive measurement data from the Gn 

interface.  

Trestian, et al. (2009) used trace data from content billing system. This study consists 

of two datasets. First, they have gathered the logs from RADIUS authentication server 

to gather the information regarding the session. Second one consists of user 

information and also the HTTP and MMS session’s packet data. This information was 

combined to gain the knowledge regarding user location, session duration, content 

accessed and other fields. This information was also utilized to characterize the 

location based use of smartphones. 

Soikkeli, et al. (2011) used the handset based measurement based to collect the 

information regarding the mobile phone usage session. The data were collected from a 

set of test users, which have traffic monitoring software preinstalled. The data were 

utilized to characterize the context of usage. These different context of usage helps in 

understanding the user behavior. 
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4 Measurement Setup and Analysis Process 

This chapter describes the data measurements and analysis process. In this chapter 

measurement setup has been explained which was used to collect the data for the 

research purposes. Finally, this chapter discusses the analysis process and methods 

utilized for this thesis.   

4.1 Measurement Setup 

The main objective of these measurements was to provide information to enhance our 

understanding regarding the mobile Internet usage. The measurements were 

conducted as part of the MoMIE project. In this particular research we have 

concentrated more on the session level analysis of the mobile Internet.  

The measurements were carried out at two points of mobile packet core networks, Gi 

interface and RADIUS authentication server. The measurement points are shown in 

Figure 4.1. Endace DAG (Data Acquisition and Generation) cards were used in the 

measurement device provided by Aalto University researchers. The software used for 

the measurement was a modified Tstat
2
 analyzer. The RADIUS server data provides 

information regarding session duration, data transferred, IP address and timestamps. 

The data from both sources comprises of text files with each column indicating 

different parameter and each row indicating a new session for the RADIUS data and a 

new flow for the Tstat (IP trace) data.   

                                                 
2
 Available at http://tstat.tlc.polito.it/index.shtml. Accessed on 15th of June 2013. 

http://tstat.tlc.polito.it/index.shtml
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Figure 4.1: Measurement Setup for MoMIE during year 2012. (Adopted from 

(Adhikari, 2012)) 

4.2 Data Sets 

The data collected from the RADIUS server is referred as RADIUS data. It contains 

data for six days from January 2012. The RADIUS data consists of sessions which 

start after the beginning of measurement period and end within the measurement 

period, it excludes the sessions which started before the measurement period but 

ended within the measurement period and sessions which started during the 

measurement period but ended after it. The data set consists of a single text file 

containing information regarding all the sessions. Each new row in the text file 

represents a new session and different columns correspond to the different parameters. 
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The data set contains the IP address allocated to the user during the session. This IP 

address is selected by the RADIUS server from the IP address pool provided. The user 

information is stored in the form of MSISDN number. The MSISDN number is used 

to uniquely identify the users. To maintain the anonymity of the users the MSISDN 

numbers are converted into hashes in the data set. This data set also contains 

timestamps for the start and end of the session. Finally, RADIUS data set contains 

information regarding the bytes transferred during the session. It has information 

regarding the bytes uploaded and downloaded during the whole session. 

The other data set used in this research is referred as IP trace data. The data were 

measured for the same period as the RADIUS dataset in January 2012. This data was 

acquired from Tstat tool specifically modified to gather HTTP header from TCP log 

files recorded in measurements at Gi interface. UA string is extracted from the HTTP 

header. This UA string is utilized in the previous research by (Adhikari, 2012) to 

identify device related features. The Tstat generates log files for different protocols or 

applications, such as TCP, UDP, Skype and others. These log files are available in 

text format. The columns in these log files correspond to a specific measure and each 

row represents a different flow. For TCP, Tstat generates “log_tcp_complete” files. 

These files contain records for all completed TCP connections. Flows identified as 

incomplete TCP connections by Tstat are not considered in this research. The TCP log 

files also include output of the tool which is used to identify mobile devices in the 

measurement device. This tool identifies the device model and device type in real 

time from an HTTP user agent field, using a whitelist of well-known device model 

UA strings. . This data set is mentioned as “String Matching” in this research. 

The information from TCP trace, HTTP header and String Matching includes 

measurements of many interesting parameters like server and client IP addresses, host 
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name, device information for HTTP traffic, RTT (Round Trip Time), connection type 

used, port utilized by the client and server and others. The useful information is 

extracted out of these many interesting parameters to reduce the size of huge log files 

and increase the usability of these files. The most interesting parameters selected for 

this research are connection type, http type, and device information. The Perl, awk 

and bash scripts are utilized in processing of these log files.  

4.3 Analysis Process 

The Figure 4.2 shows general description of analysis process utilized in this research. 

The main objective is to gain the deeper understanding of session level characteristics 

of Internet traffic. This objective is achieved by mapping the two data sets and getting 

graphical illustrations for the distribution of data.  

 

Figure 4.2: Analysis process 

The starting point of the analysis process is the data sets. The data sets are first pre-

processed to gain better understandings. The pre-processing includes mapping of 

hashes and filtration of data. The pre-processing is different for both data sets. The 

RADIUS dataset timestamps are converted into UNIX timestamp and the text file is 
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converted to tab delimited text file. Then RADIUS dataset is filtered to include only 

the traffic via Internet access point. The IP trace data set is also pre-processed, the 

data set contains hashes for host name, device name, HTTP user agent. These hashes 

mapped back to the original names to get the device information, host information and 

other parameters. The IP trace data contains more than 100 fields for each session 

found; the useful fields are selected out of these 100 fields. This helped in reducing 

the size of the data considerably, which otherwise becomes hard to handle within the 

memory limits. The next step is the mapping of these two data sets which is explained 

in next section. 

4.3.1 Mapping of Data Sets 

The two data sets are mapped to get in-depth information regarding the session level 

Internet traffic. The mapping is defined in online encyclopedia
3
 as “any prescribed 

way of assigning to each object in one set a particular object in another (or the same) 

set”. The mapping is done for the flows that occur at the same time with the same IP 

address as the RADIUS session. 

Figure 4.3 shows the general description of the mapping process. This figure depicts 

that users generate traffic which is being measured. The data sets from two 

measurement points are linked together based on the timestamp and the IP address 

allocated. This mapping of data sets increases the amount of information each session 

identified. The RADIUS dataset provides information regarding the volume, duration, 

and user identification. On the other hand IP trace dataset provides information 

regarding the device, protocol, and host server.  

                                                 
3
 From http://global.britannica.com/EBchecked/topic/363594/mapping. Accessed on 28th of June 2013. 

http://global.britannica.com/EBchecked/topic/536141/set
http://global.britannica.com/EBchecked/topic/363594/mapping
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Figure 4.3: General description of mapping process. 

The flows are classified into different categories depending upon the accuracy of the 

timestamp match. The flow types with respect to timestamp accuracy with the session 

are shown in the Figure 4.4. It is assumed that if a flow has a timing mismatch which 

is greater than twice the duration of RADIUS session, then the flow is considered not 

to be mapped accurately. For example, type G and H flows fall into this category.   
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Figure 4.4: Flow types depending on mapping of the session 

The timing error between the two data sets could be the reason of existence for these 

different types of flows. The accuracy of mapping method should be improved by 

increasing the type “A” flows. The timing error might exist due to two different 

measurement systems in operation. The use of single measurement system could help 

in removing such timing error. To remove the timing error the different types of flows 

are analyzed. The error for the D and E types of flows is analyzed and their CDF is 

plotted to gain the understanding regarding the timing error.  

4.3.2 Device Identification 

The Tstat classifier does not provide any information regarding the device from which 

the traffic is generated. The device identification used in this thesis is based on an 

HTTP user agent based approach. The HTTP user agent contains information 

regarding, for example, about the device and application used. The WURFL 



Mobile Internet Traffic Analysis: Session Level Approach 

37 

 

repository was utilized to gain the information regarding the device features from the 

HTTP user agent field. The device identification results utilized in this thesis are 

based on the previous work by (Adhikari, 2012).  

The device information is also utilized from the String Matching dataset, in case there 

is no HTTP user agent present for that specific flow. This device information is linked 

to the session after the mapping process. The absence of mapped flows to the session 

means that it is not possible to identify device information for the given traffic data. 

The device identification results are further improved by using some manual rules and 

filters. The device information may contain different names for the same device, such 

as “PC - Windows” and “Windows Desktop”. Such cases clearly indicating to the 

same device were combined, for example, in this case to “Windows Desktop”. Some 

devices are also identified as “UNKNOWN-Android”. Such cases are filtered with the 

help of manual rules. For example, if two devices are identified for a single session, 

one is “UNKNOWN-Android” and the other is “Samsung GT-I900 Galaxy S”. Then 

“Samsung GT-I900 Galaxy S” is selected as the device for the whole session. These 

manual filtrations helped in improving the device identification results which are 

discussed in next chapter.        

The RADIUS data contains user information, which is used to identify the user 

uniquely. To improve the device identification results, the assumption is made that the 

user identified with a single device does not change it during six days of 

measurements. The user’s information is gathered from the mapped data and utilized 

to improve the accuracy of results. 
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5  Results 

The results are presented in this chapter. First, the results obtained from the mapping 

of data sets are discussed. This chapter also explains the general session level 

characteristics. The session duration and volume are used to analyze the traffic. The 

comprehensive information depending on device types and protocol used to analyze 

the sessions.  

5.1 Outcome of Mapping Data Sets 

The mapping of flows from TCP/IP traces to the sessions from RADIUS data was the 

first step in mapping of data sets. The outcome of the mapping was improved by 

applying the timing correction to the data sets. The timing correction was calculated 

to be 150 seconds, based on the analysis. The timing error was removed by adding 

150 seconds to the RADIUS session to improve the accuracy of mapping results for 

given data sets. The time correction improved the mapping of type “A” flows. 

The mapping of flows resulted in 91.12% of “A” type flows. The clock 

synchronization error also affected the mapping results. The application of time 

correction improved the results to 93.84% of “A” type flows. The percentage of flows 

being identified as D, E and F was very small; their combined mean share was 

0.0063%. If we consider all the flows which were mapped to some extent then overall 

94% of flows were mapped to the sessions. To completely remove the clock 

synchronization error, it would be essential to have a unified measurement setup that 

would utilize the same clock to measure the both points.  



Mobile Internet Traffic Analysis: Session Level Approach 

39 

 

Because not all traffic from the Gi interfaces was measured, the IP traffic traces cover 

only a small share of all Internet APN traffic and RADIUS data. 

5.2 General Session Characteristics 

The basic session level knowledge of Internet traffic is vital to understand the Internet 

usage. The session count, duration, and volume are main characteristics utilized for 

session analysis in this research.  

Figure 5.1 shows the distribution of session duration. The horizontal axis represents 

the duration of session in seconds and vertical axis indicates its CDF. The session 

duration shows large variation. The median of the session duration is 22 seconds, 

which shows the high percentage of short sessions. This figure also indicates that 

there are sessions with large session duration. The maximum session duration present 

in the data set is 141 hours. The large session duration might be from some 3G 

gateway or there are also some handsets which keep renewing the session or from iOS 

which keeps using the same IP address even after DHCP lease time has been expired 

(OIT Network Systems, 2012). Similarly, short session durations could be from 

incomplete sessions sessions or mobile devices which were utilized for small tasks.  
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Figure 5.1: CDF of Sessions Duration in Seconds 

The distribution of session duration clearly shows high presence of sessions with 

small session duration. Figure 5.2 shows the normalized histogram of session 

durations with the bin size of four minutes. The sessions shorter than two hours are 

considered only. This figure clearly shows that almost 70% of the sessions have 

duration less than four minutes. This means a long tail as 30% of the sessions are 

distributed along 141 hours as compared to the 70% of sessions with less than four 

minutes duration. This indicates the behavior of mobile internet traffic that a session 

has short duration for mobile internet.   
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Figure 5.2: Normalized Histogram of Session Duration for Sessions shorter than 

two hours. 

The session volume is the measure of data transferred both uploads and downloads 

during a single session. The CDF plot of session volume in Figure 5.3 is used to grasp 

the understanding regarding the distribution of session volumes. The CDF shows that 

35% of sessions have volume less than 10 KB. The median of session volume is 11 

KB and maximum volume of a session is 8.2 GB. There is a huge difference between 

median and the maximum value; this would be analyzed in the histogram plot. These 

low volume sessions indicate the less use of data exhaustive services like high 

definition video streaming as compared to services like emails, and others on mobile 

internet.  
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Figure 5.3: CDF of Session Volume in Bytes 

The normalized histogram is used to represent the probability density curve in 

Figure 5.4, with bin size of 20 KB. It shows that almost 50% of sessions have volume 

less than 20 KB and it decays in a long tail manner till 8.2 GB. This reveals that most 

of the data is being used in the long tail that the occurrence of sessions is rare but their 

volumes are huge.  



Mobile Internet Traffic Analysis: Session Level Approach 

43 

 

 

Figure 5.4: Normalized Histogram of Session Volume for Sessions with less than 

1MB volume. 

The RADIUS data set contains session for six days. The users present in data set 

shows varied occurrence of sessions. The CDF of session occurrence per user is 

shown in Figure 5.5. The figure depicts that 50% of users have less than 7 sessions in 

six days. This indicates the usage of mobile Internet is less frequent for a large share 

of users. This figure also shows that top 10% of users have at least 50 or more 

sessions in six days. This provides us the opportunity to extrapolate the data for the 

cases, in which we do not have information regarding all the session generated by a 

user.                                      
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Figure 5.5: CDF of Sessions generated per User. 

The time dependent analysis of active number of sessions and volume used is 

presented in Figure 5.6. It shows the normalized data for a single day. The data is 

normalized with respect to the maximum value that exists in data set. The volume of a 

single session is assumed to be uniformly distributed along the duration of the session. 

The Figure 5.6 shows that every day the highest peak for volume occurs in the late 

evening but the active number of sessions during that time was not highest. This 

indicates that huge amount of data is being used after the working hours. This figure 

also shows that highest peak in volume used and number of active sessions is at 

different times. The distribution of active sessions shows less variation than aggregate 

volume distribution.  
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Figure 5.6: Distribution of Normalized Active Sessions and Volume for single 

day. 

5.3 Device Type Characteristics 

In the mapping process device information from IP traffic traces is mapped to the 

sessions of RADIUS data. These device identification results were improved by using 

manual rules and filters. The identified devices are divided into three main categories, 

PC, handsets and tablets. These three device type categories are selected because of 

their relative high presence and market popularity. Figure 5.7 shows percentages of 

sessions, users, and volume generated. This figure shows that 46.5% of users with an 

identified device have handsets and 51.4% of users have PC. The share of tablets and 

other devices is low. The presence of tablet devices is slightly lower than expected. 

This could be due to difficulties in tablet device identification from HTTP user agents, 

or simply because of a small presence of tablets using mobile networks in early 2012. 

This figure also indicates that 46.5% of handset users generate 65.3% of the sessions 
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as compared to the 51.4% of PC users, which generate 32.2% of sessions. This depicts 

that, handsets users generate more session than PC users. The analysis of volume 

percentage shows that percentage of volume transferred during PC sessions is 95.56% 

of the total volume transferred by all device types. The handsets have only 4.97% 

share in volume transfer. This indicates that, sessions generated by handsets have 

lower in volume as compared to the sessions generated from PC.   

 

Figure 5.7: Distribution of Characteristics with respect to different Device Types. 

The features extracted from the TCP/IP traces are utilized to characterize the data into 

different group. The first classification is based on the type of device used to access 

the Internet. Devices in the dataset are divided into three categories, PC, handset and 

tablet. These categories are utilized to analyze the sessions.  

In Figure 5.8, the CDF of session volume is considered depending on different device 

types. This depicts that session volume for handsets is lower as compared to the 

tablets and PCs. The deeper analysis of session volume shows that for sessions with 

less than 10 KB volume almost 70% of the sessions are generated from handsets. 

Similarly, 70% of sessions with more than 10 KB volume are generated from PCs. 
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This clearly indicates that handset sessions have less volume as compared to the PC 

generated sessions.  The smaller screen size and other features of handsets provides 

one possible explanation to this behavior. The session volumes for tablets and 

handsets are distributed similarly in the beginning. The same applications for handsets 

and tablets could have resulted in such behavior. For handsets and tablets the session 

volume for same operating system is higher for tablets as compared to the handsets.  

 

Figure 5.8: Empirical CDF of Session Volume with respect to Device Type. 

Similar patterns were observed for the session durations in Figure 5.9. The session 

duration for tablet is greater than for handsets but on OS level, iOS shows exception 

that the session duration for iPhone is greater than iPads. The device identification 

results helped in understanding the distribution of session duration. The term ‘short 

session’ is used for sessions with less than one minute duration. The 74% of short 

sessions are generated from handsets. This hints towards the usage of handsets for 

short durations and small tasks. The sessions generated from PC are much longer as 
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compared to the sessions generated from the handsets. The OS level analysis of short 

sessions reveals that most of the sessions are generated from Symbian OS and the 

presence of iOS and Android are relatively small. The high presence of Symbian OS 

could be due high percentage of users with Symbian smartphones or some technical 

issue with Symbian OS like less IP lease time. Similarly, for the sessions with 

duration greater than one hour have percentage of sessions generated from PC. The 

presence of sessions generated from mobile devices with duration more than a day 

indicates some technical problem with the device software or with the configurations 

of RADIUS server.  

 

Figure 5.9: Empirical CDF of Session Duration with respect to Device Type. 

5.4 Protocol Identification and Analysis 

The Tstat DPI is utilized to observe the protocol of each flow in IP traffic traces. The 

identified protocol for flow level traffic is then used for session level analysis after the 

mapping of data sets. A session may contain multiple protocols identified because it is 
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possible to have multiple applications running during single session. The sessions 

containing single connection type were selected for the analysis, because traffic has 

used single protocol throughout the session. The percentage of sessions with respect 

to the number of connection types are shown in Figure 5.10. This shows that almost 

70% of the sessions contain single connection type through-out the session. Only the 

sessions with single connection type were utilized for further session level analysis. 

The sessions containing multiple connection types for a single session indicate the 

usage of multiple applications during a single session. They contain mixture of 

different protocols like, HTTP and BitTorrent in a single session.  

 

Figure 5.10: Percentage of Sessions with single or multiple connection types. 

The initial investigation of single connection type sessions obtained from Tstat DPI 

shows that SSL connection type leads others as 75.4% of sessions use SSL connection 

type. The SSL is used for the secure communication between server and client. The 

SSL connection type is used in the protocols such as HTTPS and IMAP4S. HTTPS 

and IMAP4S are similar protocols except they utilize secure connection on transport 

layer. So, in this research we consider HTTPS and HTTP as same protocol. They are 
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utilized for same web browsing applications. The port numbers are utilized to gain 

more information regarding the SSL connection type. For example, HTTPS uses port 

number 443, IMAP4S utilizes port number 993 and POP3S with the port number 995. 

Based on this port number information the HTTPS is classified as the HTTP/HTTPS 

and also other protocols, because of their similarities. This information is also utilized 

to identify a single connection type for session containing SSL and some other 

connection type. For example a session containing two connection types SSL and 

HTTP, the port based inspection of SSL reveals that it is HTTPS. For these cases the 

type for the whole session is considered to be HTTP.  

The connection type results obtained after port inspection for SSL traffic are shown in 

Table 5.1. The table indicates that HTTP/HTTPS protocol dominates mobile Internet 

traffic with 75.87% of sessions.  

Connection Type Percentage of Sessions Percentage of Sessions 

After Port Inspection 

SSL 75.36% 7.47% 

HTTP/HTTPS 20.33% 75.87% 

POP3/POP3S 1.75% 2.47% 

IMAP4/IMAP4S 1.49% 4.36% 

Others 1.06% 9.84% 

Table 5.1: Percentage of Sessions with respect to Connection Type Containing 

Single Connection Type Only. 
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Next the sessions are characterized based on the protocol used during the session. The 

sessions containing single connection type are used in the analysis. The CDF of 

session duration and volume are compared for different protocols to acquire the 

information regarding session usage during different protocols.  

The distribution of session duration for different protocols is shown in Figure 5.11. 

This figure reveals that SSL sessions have longer duration than HTTP sessions. The 

SSL connection might contain the sessions to access the application stores of different 

application vendors and other secured services, such as mobile banking, such 

applications use variable port numbers and cannot be identified through port number 

analysis. The protocols used for email (POP3 and IMAP4) generate the shortest 

sessions, with rather similar distributions. The sessions utilizing POP3 have the 

shortest duration among all the protocols mentioned. 

 

Figure 5.11: Session Duration of different connection types. 
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The session volumes for the different protocols or connection types are presented in 

Figure 5.12. The volume of the HTTP sessions is greater than others. The HTTP 

session volume distribution rises after 1KB, which is minimum header size used for 

the HTTP traffic. This indicates that, POP3 sessions have shortest volume distribution 

among all mentioned protocols. The email sessions (IMAP4 and POP3) and SSL 

generate less traffic volume than web browsing (HTTP). The SSL is mostly used for 

authentication services or secure browsing like online shopping or banking. This 

figure also shows that the sessions utilizing HTTP protocol have large data transfer 

during a session. 

 

Figure 5.12: Session Volume of different connection types.
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6 Conclusions 

This chapter provides summary and implications of the results. The reliability and 

validity of the results is also discussed. Finally, possible future research areas are 

discussed.   

6.1 Summary of Results 

The purpose of this thesis was to analyze the mobile Internet traffic at a session level. 

This was achieved by analyzing the session volume and duration obtained from 

RADIUS data. The RADIUS data were mapped to IP trace data to gain information 

regarding the device, protocol and other features of mobile Internet traffic. Thus the 

results of this research include analysis of mobile Internet session based on different 

characteristics and features. 

The mappings of two data sets were based on matching the timestamp and IP address. 

The mapping was performed for flows and sessions both. For the mapping of flow 

level data more than 94% accuracy is achieved with the application of few correction 

methods. The error in the mapping results was mainly due to the timing error between 

two measurement setups. These mapped flows were then linked to the sessions 

extracted from RADIUS data.    

The device identification results were utilized from the previous research, which was 

based on HTTP User Agent information to extract the information regarding the 

device, application, and other device related features. The device identification results 

were improved by utilizing the manual rules and filters.  

The protocol information was extracted from Tstat classifier. The Tstat classifier 

provides information regarding the protocol used to establish the connection. The 
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Tstat classifier did not identify the protocol for the secure connection types or SSL 

traffic. For the flows containing SSL connection type, the protocols like HTTPS and 

IMAP4S were identified by utilizing the port number information.   

The general session level results indicate that session duration widely spread with 

median of 22 seconds. The results also indicate that 70% of the sessions had duration 

less than four minutes and also for other 30% of sessions the duration was spread over 

141 hours. Similar analysis for the session volume indicates that median of session 

volume as 11 KB.  

The device identification results indicate that 70% of the sessions with less than 10 

KB were generated from mobile devices. The maximum volume transferred during 

single session was 8.2 GB. The device identification results also indicate that most of 

the sessions are generated by handsets, as 64% of identified sessions are generated by 

handsets. The share of personal computer generated sessions was second, with 32% of 

identified sessions. The volume generated by the device types show that 94% of 

volume was generated from personal computer and 4% of volume was generated from 

handsets. For the analysis of session volume and duration the traffic was divided into 

three major groups’ personal computers, handsets, and tablets. The session duration 

analysis depicts that personal computer generated sessions are longer than the sessions 

generated from handsets and tablets. This could be caused by the technical difference 

between the personal computer and other devices.  

The protocol level analysis of Internet traffic indicates the dominance of HTTP with 

76% of sessions. The other major protocols include SSL, POP3, IMAP4 and others. 

The HTTP also contains HTTPS which is similar to HTTP except the extra security. 

The session level traffic is divided with respect to major protocols for analysis. The 

analysis shows that, session duration and volume is less for the protocols used for 
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email than the HTTP and SSL which are used for Internet browsing and other 

applications.   

6.2 Discussions 

The main objective of this thesis was to analyze the mobile Internet traffic on session 

level. Two data sets were utilized in this research. These two data sets were mapped 

together based on their timestamp and IP address. The mapped data set provided 

deeper understanding regarding session level usage of mobile Internet. 

The results of the data sets mapping shows that it is possible to map RADIUS data to 

TCP/IP traces measured from the Gi interface of mobile networks. The available data 

is mapped with rather good accuracy. The mapping accuracy could be improved by 

increasing the share of IP traffic measured from the networks. The results show that 

session characteristics are widely affected by the use of different device types and 

protocols. The dependence of session duration and volume on device type indicates 

that the sessions generated from personal computers have higher volume per session. 

The information regarding the session provides the foundation for the analysis of user 

behavior. The distribution of session duration and different features would help in 

understanding the effects of those features on user behavior. This information could 

be utilized, for example, by the mobile operators to offer the price discrimination to 

the users based on their previous mobile Internet usage pattern.  

The Internet usage is shifting rapidly from PC to handsets and tablets. This shift hints 

towards increase in mobile Internet usage. The sessions generated from tablets and 

handsets are greater in number as compared to the PC generated session but the 

handset and tablet sessions consume less volume and their duration is also short as 
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compared to PCs. This indicates new demand in IP addresses and accounting services 

to accommodate all those sessions with nominal amount of traffic.  

The results related to the session level analysis were similar to the results found in 

(Maier, et al., 2009), (Maier, et al., 2010), and (Xu, et al., 2011). These authors have 

also showed the similar distribution for CDF of session volume and duration. The 

results mentioned in their research, also indicate high presence of sessions containing 

low volume and short durations.  

6.3 Reliability and Validity of the Research 

Reliability 

Reliability is defined as the reproducibility of same results for repeated trial under 

similar conditions. There are errors and uncertainties which reduces the reliability of 

the results. This research is also prone to some uncertainties and error. This research 

is based on Internet traffic analysis and the Internet traffic in first place is random and 

cannot be reproduced. The reliability of the results is based on the accuracy of 

mapping method. The reliability of these results is also dependent on the reliability of 

previous work which is utilized in this research. The post-processing and clustering of 

datasets could be affected by human error. The reliability issues are addressed by 

providing the detailed information regarding the analysis process used. 

Validity 

The validity of research represents the extent to which the research study actually 

measures as compared to what it claims to measure. There are two major types of 

validity. Internal validity deals with the validity of measurements and data obtained 

from them, whereas external validity describes validity of the generalized findings.  In 
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this research, the internal validity is high as the existing dataset is sample of whole 

mobile Internet traffic. The external validity is also high in this research, because all 

the inferences are based on the descriptive statistics presented in this research. 

6.4 Future Research  

There are multiple areas where further research can be conducted. First of all, the 

measurement setup should be expanded to include more information. Detailed 

information regarding all the sessions generated in the mobile networks will increase 

reliability and validity of the results.  

The measurement setup can be improved in the future so that a single measurement 

system conducts measurements at two different points. This will remove the timing 

issues that exist with the current measurement data. These suggested improvements 

will also increase the reliability of this research.  

The future research can utilize the session level knowledge to model the user 

behavior. The effect of different device features, protocols, location, and other factors 

could be included in the research to understand the user’s context of mobile Internet 

usage. For future research another track will be to investigate network’s QoS and 

user’s QoE. This would help us in better understanding the user point of view. 

Another possible extension for the measurement is to combine the session information 

with the location information from the optional field in RADIUS data, for instance, 

for usage context analysis.   
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